bl 2y2@8S20A UNBYR
I FO6AGS LINBR | f 2
INn iInformacijskih sistemov

Andrej Gornik,OSCP, CCNA, LR2IC
. NYy12 aAfAG6SOAD
YF3d 9RODAY,ClEdzZaGSYl 3A 0




OPOZORILO



bl 2y2@8S20A UNBYR
I FO6AGS LINBR | f 2
INn iInformacijskih sistemov

Andrej Gornik,OSCP, CCNA, LR2IC
. NYy12 aAfAG6SOAD
YF3d 9RODAY,ClEdzZaGSYl 3A 0




Kibernetska (ne)varnost v 2017

Ransomware Internet of Things Social Engineering Cloud Infrastructure
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Prednostl varnostnega pregleda

Odkrivanje ranljivost. I nf ormaci | sk
Nepristranska ocena trenutnega stan
| zpol njevanje industrijskih zahteyv
| zbol jganje ulinkovitosti prepoznay

Ohranitev zaupanja strank
Zagotovitev poslovne kontinuitete

To Po To To Do Po P>

Argumentiranje zahtev po spremembah
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Faze varnostnega pregleda

Vul nerability Scan | Penetr a




Vulnerability Scan

Vulnerabilities 52
Filter ~

Sev »+ Name

SSL Certificate Cannot Be Trusted

SSL Self-Signed Certificate

Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Weakness
SMB Signing Disabled

SSL 64-bit Block Size Cipher Suites Supported (SWEET32)

SSL Certificate Expiry
Sshemﬁcate with os e
SS I 50 Suites’supported
i s Doesn't Use Network Level Authentication (NLA) Only
erminal Services Encryption Level is Medium or Low
®  SSLRC4 Cipher Suites Supported (Bar Mitzvah)
®  Terminal Services Encryption Level is not FIPS-140 Compliant
@®  Nessus SYN scanner
®  DCE Services Enumeration

®  Service Detection

®  HyperText Transfer Protocol (HTTP) Information
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SMB Reply napad

Wi ndows prijava obilajno poteka tako:
ARalunalnik uporabni ka zaht e\straznik.local\sharp) d o

ali spletne vsebine (NTLMv1/2)
AStregni k od hgshdiga poalatbenvi k oAega gesl a
A Ral unal nihkship oign jset rAegni k odobri dostop d

This is Mark I'd like to Login

If you are really Mark then encrypt
this challenge with Mark's PW Hash

Here is the encrypted challenge

Access Granted — T Eal Vs kel
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file://streznik.local/share

Demo - SMB Relay napad

Reply napad pa poteka tako:

ARalunalni k uporabni ka zaht e\staznik.local\sharp) ald o
spletne vsebine (NTLMv1/2)

AStregni k od hgshdig a poalatbenvi k oAega gesl a

A

Napadal ec se postavi me d hashimulnli jk walbashiionp oia
naprej v svojem imenu
A Napadal ec dobi veljavno sejo VvV Iimenu upoa
This is Admin Nal i ni prestrezanij
I'd like to login — : : . .
This s Admin d ke A Zastrupljanje WPDAT proxy
Inventory Server rtackor Target nastavitvene datoteke
Encrypt challenge X with A Zastrupljenje NBT‘NS a“ LLMNR
the admin hash ‘
Encrypt challenge X with i Z a h t ev k oV \Y omr e g
the admin hash = ' A ARP spoofing in preusmeritev
Here is the encrypted komunikaCije
challenge Here is the encrypted A Druge metode
challenge
]
Access Granted!!
| 2 vami veé kot

Access DENIED!!
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file://streznik.local/share

Vulnerablility Scan Revisited

Filter ¥

Sev

Vulnerabilities 52

Name

SSL Certificate Cannot Be Trusted

SSL Self-Signed Certificate

Microsoft Windows Remote Desktop Protocol Server Man-in-the-Middle Weakness

SMB Signing Disabled

SSL 64-bit Block Size Cipher Suites Supported (SWEET32)

SSL Certificate Expiry

SSL Certificate with Wrong Hostname

SSL Medium Strength Cipher Suites Supported

Terminal Services Doesn't Use Network Level Authentication (NLA) Only

Terminal Services Encryption Level is Medium or Low

SSL RC4 Cipher Suites Supported (Bar Mitzvah)

Terminal Services Encryption Level is not FIPS-140 Compliant

Nessus SYN scanner

DCE Services Enumeration

Service Detection

HyperText Transfer Protocol (HTTP) Information

Regitve

+

naprave,

Pravi |

-Napad
do

na segmentacija

je ge vedno
kateri h e

mogol zn
dostop ot

+ SMB Signing (MS08-068)

+

=+

-Linux SAMBA | ahko
-Vel ja obremenitev
-Starej gi Si st emi

ne del uj
omregj a
ne del uj e

|l zk1l julitevNShrotoktldR i n NI

-Windows 2000 in starejgi o
-Regitev | e otegi napad

| z k| ] ul iptoxy avtoMéaskeAdistavitve

-Regitev | e otegi nap:
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IOTcaINR Oy a2l 11 OStz2i

IOT pametno stikalo za 50

Naprava vsebuje ESP8266 WiFi modul
Upravljanje z mobilno aplikacijo
- Za upravljanjooudesuhpatab
naprava in mobilna aplikacija neprestano
komunicirata
OTA (Over-the-air) nadgradnja programske opreme
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